Cookie Policy

Last Updated: 4th of December, 2022

This cookies policy (“Cookie Policy”) of Commbox Ltd. describes how we collect data using
cookies that are involved with your access to or use of our Site, all as defined in our Privacy
Policy, which this Cookie Policy constitutes an integral part of, and unless mentioned otherwise,
the same terms that are defined under the Privacy Policy, will apply to this Cookie Policy.

This Cookie Policy is further intended to explain to you what cookies are, how and why we use
cookies in course of the Services, the types of cookies we use, how third parties on our behalf
may use cookies, your choices regarding cookies (how can you reset your browser at any time, so
it refuses all or some cookies, or notifies you when a cookie is being sent) and further
information about cookies.
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1. ABOUT COOKIES
As described in our Privacy Policy, we collect information in a few ways, one of which is cookies.

Cookies are small text files sent to your device each time you visit our Website or enter the
Services, unique to your user account, your browser or device to record log data. We use several
types of cookies:

e “Session” cookies (i.e., cookies that are temporary cookie files that last until you close your
browser or exit the Services). Once you end your session by closing your browser or exiting the
Services, all session cookies are deleted. Examples of how we use session cookies are: loading
the Services in your preferred designated language.

* “Persistent” cookies (i.e., cookies that remain on your device until you or your browser deletes
them, or for the period set in the specific cookie). Such cookies are activated each time you use
the Services or visit our Website.

We also use cookies to store your general preferences and settings so you don‘t have to set them
up every time you visit the Services. Some of the cookies we use are associated with your
account (including personal information about you, such as the email address you gave us), and
other cookies are not.

Cookies can be served directly by us to your device or by third parties on our behalf for the
purposes described in the table below.

2. COOKIES THAT WE USE

When you access and use our Website and Service, we or our third parties may place a number
of cookies in your web browser.

We use both session and persistent cookies on the Services and we may use different types of
cookies to run the Services, as follows:

e Strictly necessary cookies — these cookies are essential in order for us to provide you
with the Services. These cookies only collect information that is required for you to use
our Website or Services, and not for other purposes such as marketing.

e Analytical cookies - these cookies assist us to improve the Services by analyzing how the

Services are used by you and other users for development of future features and
maintenance. Examples for such cookies include Google Analytics.



e Advertisement cookies — these cookies provide personalized content and ads while using
the Services. Examples for such cookies include those related to in-app promotions you

may view within our Services.

Below is a list of the cookies we use on our Services, which is dynamically updated whenever

new cookies are encountered and classified by our team:

Cookie Name | Source Expiry Purpose
Lidc Linkedin 1 day Set by Linkdin and used for rerouting
Bcookie Linkedin 1 year Set by linkedin, enables Linkedinfunctionalityy on
the page
Secure-3PSID WPENGINE 1 year Set by WPENGINE for the purposes of website
CcC security, functioning and user experience
Secure-1PSID WPENGINE 1 year Set by WPENQINE for the purposes of website
CcC security, functioning and user experience
APISID WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
ssID WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
Secure-3PSID | WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
Secure-1PSID | WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
GRECAPTCH WPENGINE 1 year Set by WPEN_GINE for the purposes of website
A security, functioning and user experience
Sacure-3PAPI WPENGINE 1 year Set by WPEN_GINE for the purposes of website
SIO security, functioning and user experience
sIDCC WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
sID WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
Secure-1PAPI WPENGINE 1 year Set by WPEN_GINE for the purposes of website
SID security, functioning and user experience
SAPISID WPENGINE 1 year Set b)_/ WPEN_GINE for the purposes of website
security, functioning and user experience
HSID WPENGINE 1 year Set b)_/ WPEN_GINE for the purposes of website
security, functioning and user experience
WPENGINE 1 year Set b)_/ WPEN_GINE for the purposes of website
security, functioning and user experience
yaba-sid WPENGINE After_ Set by WPEN_GINE for the purposes of website
Session security, functioning and user experience
Er WPENGINE 1 month Set by WPEN_GINE for the purposes of website
security, functioning and user experience
Yuidas WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
XS WPENGINE 6 months Set by WPENGINE for the purposes of website
security, functioning and user experience
gd_session WPENGINE 1 day Set by WPENQINE for the purposes of website
security, functioning and user experience
sSOCS WPENGINE 1 year Set by WPENGINE for the purposes of website

security, functioning and user experience




AWSALBCOR

This cookie is managed by Amazon Web Services

S WPENGINE 1 week and is used for load balancing.
_an_uld WPENGINE 7 days Set by WPENQINE for the purposes of website
security, functioning and user experience
gd_visitor WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
cookelawinfo-c Set by the GDPR Cookie Consent plugin, this
heckbox-non-n | WPENGINE 1 year cookie is used to record the user consent for the
ecessary cookies in the "Necessary" category
Lgc WPENGINE 18 months Set by WPEN_GINE for the purposes of website
security, functioning and user experience
top WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
_of_bm WPENGINE 1 day Set by WPEN_GINE for the purposes of website
security, functioning and user experience
ym_jsad WPENGINE 1 day Set by WPEN_GINE for the purposes of website
security, functioning and user experience
sync_cookie_c WPENGINE 1 day Set by WPEN_GINE for the purposes of website
ar security, functioning and user experience
hssc WPENGINE 1 day Set b)_/ WPEN_GINE for the purposes of website
security, functioning and user experience
hubspotutio WPENGINE 6 months Set b)_/ WPEN_GINE for the purposes of website
security, functioning and user experience
fisuald WPENGINE 1 year Set b)_/ WPEN_GINE for the purposes of website
security, functioning and user experience
In_or WPENGINE 1 year IFE;)ptln sets this cookie to provide a unique visitor
poptin_user_jd | WPENGINE 2 days Poptin sets this cookie to identify old users.
poptin_old_us WPENGINE 1 day Set by WPEN_GINE for the purposes of website
er security, functioning and user experience
a user WPENGINE 6 months Set by WPEN_GINE for the purposes of website
— security, functioning and user experience
_ym_visoro WPENGINE 1 day Set by WPEN_GINE for the purposes of website
security, functioning and user experience
Lgid WPENGINE 1 year Set by WPENGINE for the purposes of website
security, functioning and user experience
ymex WPENGINE 1 year Set by WPENQINE for the purposes of website
security, functioning and user experience
poptin_referrer | WPENGINE 1 day Set by WPENGINE for the purposes of website
security, functioning and user experience
L . LinkedIn sets this cookie to remember a user's
lang linkdin after session .
language setting.
_hsard WPENGINE after session Set by WPEN_GINE for the purposes of website
security, functioning and user experience
on Set by WPENGINE for the purposes of website
PHVG60J2FD WPENGINE 1year security, functioning and user experience
to WPENGINE 2 years Set by WPEN_GINE for the purposes of website
security, functioning and user experience
ApalytlcsSync linkdin 1 month Set by WPEN_GINE for the purposes of website
History security, functioning and user experience
yyc_cookie_ok | WPENGINE 1 day Set by WPEN_GINE for the purposes of website
security, functioning and user experience
Lauge WPENGINE 6 months Set by WPENGINE for the purposes of website

security, functioning and user experience




Set by WPENGINE for the purposes of website

boookie WPENGINE 18 months d o :
security, functioning and user experience
The _ga cookie, installed by Google Analytics,
calculates visitor, session and campaign data and
a ooale 2 vears also keeps track of site usage for the site's
9 9009 y analytics report. The cookie stores information
anonymously and assigns a randomly generated
number to recognize uniqgue visitors.
DSID WPENGINE 1 day Set by WPEN_GINE for the purposes of website
security, functioning and user experience
ga WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
P JAR WPENGINE 1 day Set b)_/ WPEN_GINE for the purposes of website
security, functioning and user experience
do WPENGINE 1 day Set b)_/ WPEN_GINE for the purposes of website
security, functioning and user experience
poptin_c_visito WPENGINE 1 day Set b)_/ WPEN_GINE for the purposes of website
r security, functioning and user experience
ACC WPENGINE 1 day Set by WPEN_GINE for the purposes of website
security, functioning and user experience
NID WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
ync_cookie_cs WPENGINE 1 day Set by WPEN_GINE for the purposes of website
rf security, functioning and user experience
ang WPENGINE After. Set by WPEN_GINE for the purposes of website
session security, functioning and user experience
andexuid WPENGINE 1 year Set by WPENGINE for the purposes of website
security, functioning and user experience
datr WPENGINE 18 months Set by WPENGINE for the purposes of website
security, functioning and user experience
DE WPENGINE 1 year Set by WPENGINE for the purposes of website
security, functioning and user experience
ifa WPENGINE 1 year Set by WPENQINE for the purposes of website
security, functioning and user experience
ym_d WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
mex WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
randexuid WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
uidas WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
AWSALB is an application load balancer cookie
AWSALB WPENGINE 1 week set by Amazon Web Services to map the session
to the target.
Installed by Google Analytics, _gid cookie stores
information on how visitors use a website, while
. also creating an analytics report of the website's
gid google 1 week

performance. Some of the data that are collected
include the number of visitors, their source, and
the pages they visit anonymously




Set by WPENGINE for the purposes of website

hsto WPENGINE 6 months ) o .
security, functioning and user experience
UserMatchHist — LinkedIn sets this cookie for LinkedIn Ads ID
Linkdin 1 month ;
ory syncing.
poptin_session | WPENGINE 1 day Set by WPEN_GINE for the purposes of website
security, functioning and user experience
gd_svisitor WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
tookielawinfo-c .
heckbox-neces | WPENGINE 1 year Set by WPEN_GINE for the purposes of website
sary security, functioning and user experience
ym_uld WPENGINE 1 year Set by WPEN_GINE for the purposes of website
security, functioning and user experience
| WPENGINE 6 months Set by WPEN_GINE for the purposes of website
security, functioning and user experience
WPENGINE 1 day Set by WPEN_GINE for the purposes of website
security, functioning and user experience
gcl_au WPENGINE 3 months Prowd_ed by Googlt_e Tag Manager to experiment
advertisement efficiency
This cookie is set by
_Ifa the provider Leadfeeder to identify the IP address
. Leadfeeder 2 years . - o
.commbox.io of devices visiting the website, in order to retarget
multiple users routing from the same IP address
The test_cookie is set by doubleclick.net and is
test_co okie doubleclick 15 minutes used to determine if the user's browser supports
cookies.
_ym_uid yandex 1 year Yandex sets this cookie to identify site users.
Yandex sets this cookie to store the date of the
_ym_d yandex 2 year : . :
users first site session
yandex uid yandex 1 year Yandex sets this cookie to identify site users.
. Yandex stores this cookie in the user's browser in
yuidss yandex 1 year . .
order to recognize the visitor.
yabs- sid yandex per session | Yandex sets this cookie to store the session ID
This cookie is set by OpenX to record
i vandex.ru andex 10 vears anonymized user data, such as IP address,
Y ' y y geographical location, websites visited, ads
clicked by the user etc., for relevant advertising.
Yandex sets this cookie to collect information
ymex andex 1 vear about the user behaviour on the website. This
.yandex.ru y y information is used for website analysis and for
website optimisation.
. N LinkedIn sets this cookie to store performed
bscookie linkdin 1 year : !
actions on the website.
. I 5 months 27 | LinkedIn sets this cookie to store performed
li_gc linkdin . !
days actions on the website.
. Yandex sets this cookie to determine if a visitor
_ym_is ad yandex 20 hours
has ad blockers.
. . Yandex sets this cookie to allow the site's Session
_ym_vi sorc yandex 30 minutes ;
Replay to function correctly
of bm cloudfare 30 minutes This cookie, set by Cloudflare, is used to support
Cloudflare Bot Management
I This cookie is used for collecting information on
_gd_vi sitor commbox 2 years

the users visit such as number of visits, average




time spent on the website and the pages loaded
for displaying targeted ads.

This cookie is used for collecting information on
users visit to the website. It collects data such as

_gd_s ession commbox 4 hours L ;
total number of visits, average time spent on the
website and the pages loaded.
1 vear 24 Google DoubleClick IDE cookies are used to store
IDE doubleclick y information about how the user uses the website
days .
to present them with relevant ads
. Set by WPENGINE for the purposes of website
6suuid 6sc 2 years d o .
security, functioning and user experience
gat_gtag UA
15867 google 1 minute Set by Google to distinguish users
8759 1
poptm_ poptin 30 minutes Poptln gets this C(_)okle to save the Poptin session
sessio n for its display settings.
{)Oorpt|n_c_V|S| poptin 1 month Distinguish users
This cookie is set by the Google recaptcha
_GREC recapthcha 5 months 27 service to identify bots to protect the website
APTCHA day . g
against malicious spam attacks.
This is the main cookie set by Hubspot, for
tracking visitors. It contains the domain, initial
5 months 27 | timestamp (first visit), last timestamp (last visit),
hstc hubspot . S .
day current timestamp (this visit), and session
numberAnalyti cs
(increments for each subsequent session).
HubSpot sets this cookie to keep track of the
hubsoo tutk hubspot 6 months 27 | visitors to the website. This cookie is passed to
P P day HubSpot on form submission and used when
deduplicating contacts.
This cookie is set by Hubspot whenever it
changes the session cookie. The hssrc cookie set
hssrc hubspot per session to 1 indicates that the user has restarted the
browser, and if the cookie does not exist, it is
assumed to be a new session
HubSpot sets this cookie to keep track of
sessions and to determine if HubSpot should
hssc hubspot 30 minutes increment the session number and timestamps in
the
hstc cookie.
This cookie is set by Facebook to display
fo Facebook 3 months advertisements when either on Facebook or on a
P digital platform powered by Facebook advertising,
after visiting the website.
This cookie is used by the website's WordPress
elemen tor WP ENGINE never theme. It allows the website owner to implement
or change the website's content in real-time.
XSRF- TOKEN | Wix 10 minutes | This cookie is set by Wix and is used for security
Necessary purposes.
laravel 10 minutes | laravel uses laravel_session to identify a session
. laravel . \
sessio n Necessary instance for a user, this can be changed
rvAc81z 10 minutes
ToLOWFCsDP | WP ENGINE N Adverti sement
ecessary

2L.zMC4ymRE




WCwg6Y8y
CLnQk

3. OPTOUT

You may change your cookies settings in some browsers to control cookies placement through
limiting or forbidding the Website under which we provide the Services to place cookies on your
device and to disable unwanted cookies already stored on your device, by changing your
browser’s privacy preferences (please consult the help pages of your web browser, or the
documentation published online for your particular browser type and version).

Please note, however, that if you disable cookies, you might not be able to use all of the features
we offer or some of the features may not function properly. You may not be able to store your
preferences and some of our pages might not display properly.

You may find more information about managing cookies on different web browsers below:

Chrome: https://support.google.com/chrome/answer/95647;

Firefox:
https://support.mozilla.org/en-US/kb/enable-and-disable-cookies-website-preferences;
Opera: https://www.opera.com/help/tutorials/security/cookies/;

e Internet Explorer:
https://support.microsoft.com/en-gb/help/17442/windows-internet-explorer-delete-ma
nage-cookies;

Safari: https://support.apple.com/kb/PH21411; and

Edge: https://privacy.microsoft.com/en-us/win

4. COOKIES USED BY THIRD PARTIES

Our Services may contain links to other websites, products or services offered by third parties
that may use their own cookies. This Cookie Policy does not apply to the placement of cookies by
or on behalf of such third parties. We are not responsible for such third parties or their cookie
practices.

You may block cookies of third party networks (opt out) by going to their website and follow the
directions there. The effect of opting out of a third party networks is explained on each opt out
page.

We are not responsible for the effectiveness of any such opt-out options.

5. CHANGES TO THIS COOKIES POLICY



https://support.google.com/chrome/answer/95647
https://support.mozilla.org/en-US/kb/enable-and-disable-cookies-website-preferences
https://www.opera.com/help/tutorials/security/cookies/
https://support.microsoft.com/en-gb/help/17442/windows-internet-explorer-delete-manage-cookies
https://support.microsoft.com/en-gb/help/17442/windows-internet-explorer-delete-manage-cookies
https://support.apple.com/kb/PH21411
https://privacy.microsoft.com/en-us/windows-10-microsoft-edge-and-privacy

We may change this Cookie Policy from time to time in order to keep you apprised of the cookies
on our Website and Services. We encourage you to regularly visit and review this Cookie Policy
to stay informed of such amendments.

6. CONTACT US

If you have questions or concerns regarding this Cookie Policy, please contact us at:
info@commbox.com.



